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1 Cyber Security Management

Several manufacturers use security gateway modules to secure the vehicle communication against unauthorized
access. This means that unrestricted vehicle communication between the diagnostic device and the vehicle is possible
only through prior activation.

Therefore, the Cyber Security Management (CSM) function has been integrated to ensure unrestricted vehicle
communication.

In this case proceed as follows:

1. Create a local user in the diagnostic device.

2. Login of the user is possible as soon as the user is created.

3. The different CSM users (e.g. Daimler, FCA) can be registered for this local user after login.

4. In order to get a CSM registration from a manufacturer the user must undergo an identity check by using the
IdNow-App (for Android and I0s).

The CSM user to be registered must be registered at the manufacturer first. For this the manufacturer demands an
identity check done with IdNow.

The single steps for creation, registration and login of a CSM user in the form of an identity check are explained in the
following sections.

1.1 Log In Local User

Proceed as follows to log in a local user:

1. Select = > Settings > Device > User administration.
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2. Select the requested user name.

_ A vehick needs ta e selected for e seach Q s sow R @ O =
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3. Select >Login<.
The Login window appears.

User name

Mustermann v |

a

Password

e s

4. Select the user name and the corresponding password.

5. Select >Login<.
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The login of the local user is hence finished.
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Cyber Security Management
Create New CSM User

1.2

Create New CSM User

Proceed as follows to create a new CSM user:

1. Select = > Settings > Device > User administration.

E Q e sl R @ O =
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Settings

Device

Version
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Order management
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Country
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‘ No user created so far. Please create a new user. This user will automatically have admin rights.

Create a user

Select >Create a user<.

o &~ w0

Enter the first name under First name.
Enter the last name under Last name.
Enter the desired user name under User name.

Enter the password under Password.

1

NOTE
Password must consist of at least 10 characters.

6. Repeat the password under Repeat password.

_‘ e selestes for the search Q s ol R @ O =

Settings

Device
Version
Car History
Trouble codes:
Wi-Fi
Parametets Ethernet

1P address of PC
Order management
Display

Country

User administration

First name Max ‘
Surname ‘ Mustermann ‘
User name Mustermann ‘
Password ‘ .......... n

a

Repeat password ‘

Administrator

Create a user

NOTE
The local user created first will automatically have admin rights.

7. Select >Create a user<.
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A new user has been created.

Use >Create a user< to create another local user.

1.3 Log Out CSM User

Proceed as follows to log out a registered local user:

1. Select = > Settings > Device > User administration.

_ Lo 2 e =
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2. Select >Logout<.

The local user has been successfully logged out.

1.4 Register New CSM User

Proceed as follows to register a new CSM user:

1. Select = > Settings > Device > User administration.

_ Lo 2 il s =
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2. Login alocal user.
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3. Select >Register new CSM user<.

Avehicle needs to

e selected for the searck

‘ Log in CSM user ‘

‘ Enter the e-mail address and password of the CSM user for login. ‘
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= Settings
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I Wi-Fi
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T
& Register new CSM user
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4. Select >Register new CSM user<.

A vehicle needs to be selected for the search

Register new CSM user

Enter your data here to register a CSM user.

= Settings
venic
— ——
= Device
siagnostics Version
—
Car History
Trouble codes
L -
Wi-Fi First name
Parameters Ethernet
Surname
* 1P address of PC
Basic settings
Order E-mail
= Display
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password
—
Country
= ¥
SO ImA User administration Repeatpassword
—
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5. Enter the CSM user data.

Log in CSM user

A vehicle needs to be selected for the search

="
=
Vehicle

Settings

selection

Device

Version
E Car History
Trouble codes
Wi-Fi
Parametss Ethernet
X 1P address of PC
Basic settings
Order
ol Display
- Country
Berves et User administration
&
Actuatars

‘ Register new CSM user

‘ Enter your data here to register a CSM user.

Repeat password

First name ‘ Max ‘
Surname ‘ Mustermann ‘
£-mail ‘ j0f93927@ecopy.com ‘
Password | n

a




Cyber Security Management

Register New CSM User

Cyber Security Management

mega macs 77

6. Select >Login<.

1

NOTE
» A verification e-mail will be sent to the specified e-mail address.

o The verification e-mail contains a token.

T
(Eh cutmann

» oo v

Verify your Email

You are receiving this email because you registered for the Cyber Security Management.
Please enter the following token on your diagnostics device to verify your Email.

Your Token

: bac41c3726

With kind regards
Hella Gutmann Solutions GmbH

€ 2020 Hella Gutmann Sclutions GmbH

7. Enter the token from the verification e-mail.

_ e e Fo e e

,,,,,,,,,,,

Settings
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&= Car History
Trouble codes
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Parameters Ethernet
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\ Enter the verification token from e-mail ‘

E-mail

| |

Send verification e-mail again
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Register New CSM User

8. Select >Verify e-mail address<.

1

NOTE

» A further verification e-mail will be sent to the specified e-mail address.

« The verification e-mail contains an IDnow token.

Please verify your identity

Our service requires you to verify your identity.
In order to do so we are using a service provided by IdNow.

Your ldNow-Token: ZQU-LASAA

Please use one of the following ways to start the process:

Wehsite: https://go.idnow.de/ZQU-1 ASAA

i05 App: https://apps.apple.com/de/app/idnow-autoident/id1437142243

Android App: https://play.google.comy/store/apps/details ?id=io.idnow.autcident

Have your D document available.

Make sure you are in a well-lit place.

Be ready for a Selfie.

Downlead the App and follow the instructions.

with kind regards

Hella Gutmann Solutions GmbH

@ GUTMANN

e ] 5

9. Install the IdNow-App on the mobile device by using the link specified in the verification e-mail.

10. Open the app and start the identification.

11. Follow the instructions in the app.
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12. Select >Update< if the verification data has been successfully transferred by the app.

Avehicle needs to be selected for the search.

—_—
Here the CSM user is managed which is required for the release of the Cyber Security Management. The

=
= Settings
Vehicle
selection
—
=)
08D
diagnostics Version
=——
E Car History
Trouble codes
= Wi-Fi
Parameters Ethernet
.\ 1P address of PC
Basic settings
Order
.
ot Display
—
Country
-
Service resets User administration
e
&
Actuators

functions of the Cyber Security Management can only be used after an identity check through Hella
Gutmann and IDnow.

First name

Surname

E-mail

pdate

video identification must be carried out

Start video identification

Remove CSM user account

User has been successfully verified.

_ e e e
I—

Parameters

Basie settings
—

B

Conings
—
=

Service resets.

GI

Actuators.

Settings

Device

Version
Car History

WirFi

Ethernet

1P address of PC
Order management
Display

Country

User administration

Here the CSM user is managed which is required for the release of the Cyber Security Management. The

functions of the Cyber Security Management can only be used after an identity check through Hella
Gutmann and IDnow.

First name

Surname

E-mail

Update

User has been successfully verified

Remove CSM user account

The registration of a new CSM user is hence finished.

10
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Cyber Security Management

CSM vehicle selection

1.5 CSM vehicle selection

1

NOTE
These steps are necessary only if no CSM user has been registered before.

Proceed as follows to be able to select a vehicle with installed security system and to use the usual diagnostic
processes without restrictions:

1. Click to >Vehicle selection< in the App launcher and select the requested vehicle.

CAUTION
Rolling of vehicle

Risk of injury or material damages
Proceed as follows before startup:
1. Apply the parking brake.

2. No gear is engaged.

3. Regard the window with information and instructions.

NOTE
Danger of short circuit and voltage peaks when connecting the OBD plug
Danger of destruction of automotive electronics

Switch off ignition before connecting the OBD plug to the vehicle.

2. Plug in the OBD plug in the vehicle's diagnostic connector.

3. Regard the window with information and instructions.

Note

@Cyher Security Management

This model has installed a safety system.

This system restricts the usual diagnostics.

The entire scope of diagnostics is only available to registered CSM
users,

Vehicle communication which is secured by the security gateway
module merely allows the reading of trouble codes and parameters.

Please find detailed instructions about the Cyber Security
Management here:

http://wwt.hella-gutmann.com/manuals

4. Close the info and instructions window.

11
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5. Select the requested diagnostic type (e.g. >Service reset<) in the App launcher.
The Login window appears.

User name

Password

I

P —

6. Enter the CSM user data and select >Login<.

user identification

Please confirm that the following account is yours:
max.mustermann@hella-gutmann.com

7. Confirm the user identification with >Confirm<.

The entire scope of diagnostics is available now.

1.6 Delete Local User

. NOTE
I Only administrators are able to delete local users in the device.

Proceed as follows to delete a local user:

12
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1. Select = > Settings > Device > User administration.

be selected for the searct

Q 1515 %%l N @ @ =

Settings

Version
Car History
Trouble soies
Wi-Fi
Pararneters Ethernet
* 1P address of PC
Basic sertings
Order
Codings Display
Countr
=4 i
gsiea User administration
Actuatars

m.mustermann

m.obert (Administrator) (Registrated)

Create a user

Log in the user with admin rights.

_ e e e

Q 1516 %%l X @ @ =

Settings

o Version
=] Car History
Troible cades
Wi-Fi
Parameters Ethernet
i\ 1P address of PC
Basic settings
Order g it
o
Codings Display
- Country

Service resets

©

Actuators

User administration

First name
Surname
User name

Login

Delete user

3. Select the user to be deleted in the user selection menu.

s to be selected for the search

Settings

Version
E Car History
Trouble sottes
Wi-Fi
Paramerers Ethernet
\ 1P address of PC
Basic sertings
Order
Eolings Display
——
Country
=0
i AR User administration
&

Actuatars

4. Select >Delete user<.

The local user has been deleted.

m.mustermann

m.obert (Administrator) (Registrated)

Create a user
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